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MHTEPHET
KOHTPO/1b
CEPBEP

O koMnaHuu

“» 20 neT Ha pbIHKe TeXHONOrnn, MeXxayHapoaHas NnapTHepcKas ceTb

“* UnTepHeT KoHTponb Cepeep - dnarmaHckas paspaboTtka
<* Ceptndukar cootsercteua BY/112 02.02 TP027 036.01 00591

“* F'ocypapcTBeHHbIN 1 6usHec cektop: 10 cTpaH, 470 roponos, 16000 ycTtaHoBOK

“» TexHonornyeckoe naptHepcTtBo ¢ Jlabopatopuen Kacnepckoro



MHTEPHET
KOHTPO/1b
CEPBEP

MHTEPHET
KOHTPOI/1b
CEPBEP

3almTa CeTU: MEXCeTeBOM 3KpaH, CUCTEMA NpenoTBpaLLeHs
BTOP>XE€HWIN, aHTUBUPYCbI

KoHTponb gocTtyna: aBTopm3saums (B T.4. MO CMC U 3BOHKY),
obbepmHeHne dunmanos

VPN: 6e3onacHoe noakntoueHue K cetT npm paboTte BHe oduca,
noanepxuneaet npotokonbl SSTP, OpenVPN u WireGuard

[lpokcu-cepBep: KaWKMpoBaHMe 3aNpocoB, NpaBua
AOCTyna, pacwmndposka https Tpaduka

CueTumk Tpadumka: HarnsaHble oTyeTbl + COBCTBEHHDIN
KOHCTPYKTOP

|P-TenedoHms: ronocoBoe MeHto, NnepeHanpaBieHus,
KOHbepeHunm

KoHTeHT-dunbTp: aHanns cogep>xmmoro seb-cTpaHuL,
610KMpPOBaHME NPUNOXKEHUNIN, COBCTBEHHbIE KaTeropum Tpadumka

[TouToBbIN cepBep: wndpoBaHne, GUIbTPbI, 3alUTa OT CMaMa,
nepeHanpasneHue / oybnmpoBaHme, COOPLLIMK NOYTbI



¢

MHTEPHET
KOHTPO/1b
CEPBEP

NHTerpupoBaHHblie MOy U

Moaynu 3awuTbl ceTu

Kaspersky Anti-Virus

ABTOMaTMyecKas NpoBepKa Ha BUPYCbI.
bnokupoBaHue Brpycos, WnNdpoBanbLNKOB U

APYrMX BPeOOHOCHbIX MPOrpaMm.

Kaspersky Anti-Spam

BJ'IOKVIpOBaHVIe CfnaMa N HeXKenaTeJibHbIX PaCCbl/TOK.

[MpenoTBpalweHre 3arpysky NMCeM C ornacHbIMU

Mopaynu kaTeropunsauum Tpaduka

Garnet Web Filter

CobcTBeHHas pa3paboTka.
OnpegnenseT KaTeropuu caita Ha OCHOBE aHanM3a

TEKCTOBOIo coaep>XmnMMoro.

SkyDNS

LleHTpannsosaHHaa ¢unbTpaumsa MNK.

[NMoppepyka cepemcos anHammueckmx DNS.

B/IOYKEHMSAMMU. PunbTpauna 6aHHEpPOB, BCM/bIBAIOLWMX OKOH, peKkiaMbl.

Mogaynu nMueH3npyoTca 4ONOMHUTENbHO.
Mo 3anpocy - 6ecnnaTHbIN TecToBbIN Koy Ha 30 gHen.



@ Kakmnm komnanmam HyxeH UKC?

10 - 2000 sapeructpupoBaHHbIX

busHec-ceKTop no/sb3oBaTeNen B CeTH

eAuHbIN oduc unm ceTb

[ocyupexxaeHus
YHpeXA pacnpepaeneHHbix Gunnanos

3ajaya KOHTpPO/A AO0CTYyNa B CETb,
MOHUTOPUHI NHTEPHET-aKTUBHOCTM,
npeaoTBpaLLeHNe BTOPXXEHUN

O6pasoBaHue




MHTEPHET
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[TpocToTa apgMUHUCTpUpOBaHUA

obwuni nHTepdenc ana ynpaeneHus
CUCTEMaMM U HAaCTPOUKU MoAaynen

%,

PaCLIJVIpeHHbIe BO3MOXXHOCTMU

6onbwe GyHKUMIN oNa pelueHus
pononHutenbHbix | T-3apau

[TlpenmywecTBa ncnosb3oBaHUA

LS
- -
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CKopocTb MHCTAaNNALUMN

He 6onee 30 MUHYT Ha YCTaHOBKY
MU NepBUYHYIO HaCTPOUKY

O
)

KoMmnnekcHas nogacepiKkKa

NNUYHbIN KabnHeT, obyyalowme TPeHUHry,
nepcoHasnbHbie TEX. CECCUN



KOHTPO/1b

@ Moaynb « Texnopaep)xka»

JTnyHbIV KabuHeT
Ha canTe

Moaynb T

B MepBbin rop, AeUCTBYeET

Y BCeX K/INEHTOB

YpaneHHas
noaaepxKa

O6HoBneHue 6a3

Hanee npnobpeTtaetcs
Ha KOMMep4YeCcKOU OCHoBe

dunbTpaumm

AkTyanbHble Bepcun NMKC Q

KoHcynbTaumm
no tenedoHy



NCMNONb3YUNTE AKTYA/TbHVYIO '“[Blgl;llg
BEPCUIO UKC BMECTO
YCTAPEBLUUX MPOTPAMM

%/» paloalto

paclIMpeHHas Texnoanepixka N ETWOR s
perynapHbie obHOBNEeHUS
MHOIFOPYHKLMOHANbHOCTb

KOHKYPEHTHadaA CTOMMOCTD FE:EHTInET

GFI

|) FORCEPOINT




UKC ana CEO

“* 3aWMTa KOHPUAEHLUMANBHOWM
KoprnopaTUBHOW MHPOPMaLIUK

* KOHTPO/Ib 33 paboyen akTUBHOCTbIO
COTPYOHUKOB

* 5KOHOMMSA CpeacTB Ha
pononHutenbHoe 1O

eaVHbIN UHTepdEenC Ana ynpaBneHus
BCEMU QYHKLMNAMU

yaoaneHHOe aAMUHUCTPUPOBaAHME
pacnpepneneHHbIX Uananos

6e3oMnacHoe nogkatoyeHue
COTPYAHMKOB NMpu paboTe BHe oduca



MHTEPHET
KOHTPO/1b
CEPBEP

HanbHeBOCTOUYHDbIN
rocynapCTBEHHbIN

arpapHbi YHUBEpCcUTeT

HenapTtamMeHT ceMbnm,
couuanbHOMU n
neMorpadpuueckomn
NOJINTUKMU

bpsaHckon obnactu

"bencuk Cucremc”

MOCTaBKW U CEPBUCHOE
obcnyxmBaHue

3neKTpoobopynoBaHUA

L=
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LN =

CTabnNbHOCTb MEXCEeTEeBOro 3KpaHa

pasgeneHue Tpadumka no KaTeropusam

yAO0b6HbIM cbOp CTaTUCTMKKM MO NO/b30BaTENAM
BO3MOXXHOCTb MPAMOro NoAK/tOYEeHNS TEXMOALEPKKU
K W03y

3aLLMTA COTPYAHUKOB OT OMNAaCHOro KOHTEHTA, MOCTYMNakoLWero
N3 MHTEpHeTa

eanHbIN panoBbIV cepBep C pasrpaHUYeHNEM JOCTYNA
COBCTBEHHbIN KOPNOPATUBHbIN CepBep NOYTb

LOCTYIM Ha pecypchl genapTaMeHTa U3 MHTepHeTa Mno
3almuleHHbIM KaHanam ceasm VPN

KOPMOPaTUBHbIM YaT MeXay COTPYAHUKAMU
NoABEAOMCTBEHHbIX yupexaeHun bpaHckon obnacTtu

6e30MnacHOCTb paboTbl B UHTEPHET-KaHanax
MOHUTOPUHT paboTbl COTPYAHUKOB B UHTEPHETE
HacTpoWKa AOCTYyMna K MHTEPHET-pecypcaM COTPYAHMKOB
3aLUMTA NOKASIbHOM CETU N3BHE



UHTEPHET
KOHTPO/Ib
CEPBEP

7 v

%* 35 pHel TecTMpoBaHuga 6ecnnaTtHo
N/ v

*+* Bce HacTpoMnKM coxpaHaloTCs

NG
** NprnoputeTHasa TexnoanepxKa
C NepBOro AHSA TeCTUpoBaHuUS

[Monpo6ynte NKC!

https://xserver.a-real.ru/ics-by/

OueHunTb nutepdenc oHnamH

https://demo.a-real.ru




Telegram-uat UKC

v" Denurecnb onbitom paboTbi ¢ UKC

v YuacTeyiite B akumax
v O6waiTechb ¢ Konneramm

v ByabTe B Kypce BCex HOBOCTEM




OLLEHUTE
NMPEMMYLLECTBA

OT UCNOJIb3OBAHUA
MHTEPHET KOHTPOI/1b
CEPBEP






